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Providers within MSSAC are to comply with CFR Part 2 are subject to both 42 C.F.R. Part 2 and HIPAA (Health Insurance Portability and Accountability Act of 1996) sets of rules, unless there is a conflict between them.  Substance abuse treatment programs within MSSAC should comply with both sets of regulations.  42 C.F.R. is generally more stringent and should be followed but when HIPAA provides an individual with greater protection and/or access to their protected health information, HIPAA should be followed.

Definitions

AOD – Alcohol or Other Drug

BAA – Business Associate.  A “business associate” is a person or entity that performs a function or activity on behalf of a Covered Entity (CE) or provides services to a CE that involves the use or disclosure of PHI.  A written contract or other written agreement or arrangement with the BA is required to establish this relationship.

CE - Covered Entities – health plans, health care clearinghouses and health care providers who transmit health information in electronic form (i.e., via computer-based technology) in connection with standard transactions as set forth in the HIPAA regulations.  

HIPAA – Health Insurance Portability and Accountability Act of 1996.  HIPAA is limited to the minimal necessary standard as defined in the policies and procedures.  
QSOA – Qualified Service Organization Agreement.  A QSOA is a written agreement between Alcohol and Other Drug (AOD) program and an outside Service Organization (SO).
TPO – Treatment, Payment or health care operations.
42 C.F.R. Part 2 – protects any and all information that could reasonably be used to link or identify an individual to a substance abuse treatment program and requires that disclosures be limited to the information necessary to carry out the purpose of the disclosure.  

The U.S. Department of Health and Human Services, Substance Abuse and Mental Health Services Administration (SAMHSA) Center for Substance Abuse Treatment (CSAT) provides the following guidelines for substance abuse treatment programs to follow for specific circumstances:

	
	42 C.F.R. Part 2

AOD
	HIPAA

Privacy Rule
	MSSAC Programs 

	Audit and Evaluation
	
	
	· If the audit or evaluation is conducted by a program or its employees, it is permissible under both sets of regulations; no patient consent or authorization is required (42 C.F.R. §§2.12(c)(3) and 164.502 (a)(1)(ii).

· If the audit or evaluation is conducted by a health oversight agency, the program may disclose patient-identifying information so long as the health oversight agency makes the written

      commitments required  

      by 42C.F.R. §2.53(d)     

      and the disclosure 

      meets the requirements 

      in 45 .F.R. §164.512(d).  

      If the health oversight   

      agency copies or 

      removes patient records 

      from the program, it 

      must agree in writing to 

      abide by the 

      requirements of 42  

      C.F.R. §2.53(b).


	
	42 C.F.R. Part 2

AOD
	HIPAA

Privacy Rule
	MSSAC Programs 

	Audit and Evaluation

Continued
	· Programs may disclose patient-identifying information to qualified persons who are conducting an audit or evaluation of the program, without patient consent, provided that certain safeguards are met.  
	· Programs may disclose patient-identifying information to qualified persons who are conducting an audit or evaluation of the program, without patient authorization, provided that certain safeguards are met.

· Uses and Disclosures are to be limited to the minimum necessary to accomplish the audit or evaluation.  
	· If an audit or evaluation is conducted by an outside entity on behalf of the program as opposed to a health oversight agency, the program must have a signed a business associate contract with the auditor or evaluator that satisfied the requirements of both the Privacy Rule and Part 2 by incorporating wither the necessary QSO agreement requirements or the appropriate provisions of 42 C.F.R. §2.53.

	Child Abuse Reporting
	· Programs are to comply with Michigan’s laws that require the reporting of child abuse and neglect (42 C.F.R. §2.12(c)(6).
· Part 2 limits programs to making only an initial report.
	· Programs are to comply with Michigan’s laws that require the reporting of child abuse and neglect (42 C.F.R. §2.12(c)(6).

· However, the Privacy Rule alone would allow programs to respond to follow-up requests for information or to subpoenas (45 C.F.R. §164.512(b)(1)(ii).
	Programs should continue to follow the rules established by Part 2.


	
	42 C.F.R. Part 2

AOD
	HIPAA

Privacy Rule
	MSSAC Programs 

	Complaints about the Program’s Privacy Practices
	· 42 C.F.R. Part 2 allows for violations of Part 2 Regulations to be reported to the U.S. Attorney in the jurisdiction where the violation took place.
	· Establishes a process for patients to file a complaint with the Secretary of HHS if they believe a program violated the Privacy Rule.  

· The compliant must be written either on paper or electronically, and filed with HHS’ Office for Civil Rights within 180 days of when the complainant knew, or should have known, that the act or omission complained of occurred, unless a waiver is granted

· The complaint must name the program and describe the violation (45 C.F.R. §160.306).
· Programs must establish an internal grievance process for individuals to make complaints about the program’s privacy policies and procedures or the program’s compliance with such policies and procedures or with the requirements of the Privacy Rule (45 C.F.R. §64.530(d).
	· Procedures/practices must be set up in compliance with the Privacy Rules.


	
	42 C.F.R. Part 2

AOD
	HIPAA

Privacy Rule
	MSSAC Programs 

	Consent / Authorization Form
	· Called a Consent form

· Must include:

1. Name or general designation of the program or person permitted to make the disclosure;

2. Name or title of the individual or name of the organization to which disclosure is to be made;

3. Name of the patient’

4. Purpose of the disclosure;

5. How much and what kind of information is to be disclosed;

6. Signature of patient;

7. Date on which consent is signed;

8. Statement that the consent is subject to revocation at any time except to the extent that the program has already acted on it; and

9. Date, event, or condition upon which consent will expire if not previously revoked 

· May condition for payment.
	· Called an Authorization Form

· Must include:

1. In addition to the elements in the 42 C.F.R. Part 2 consent, the consent must also contain a statement reflecting the ability or inability of the substance abuse treatment program to condition treatment on whether the patient signs the form as described in 45 C.F.R. 64.508©(2)(ii).  

2. Must be revocable under HIPAA.

3. Also, the consent may be signed by a personal representative, and if so, must include a description of such representative’s authority to act for the patient (45 C.F.R. §164.508(c)(1)(vi).  

3.  The Consent must be written in plain language (45 C.F.R.§164.508(c)(3).

4. Programs must ensure that the consent complies with the applicable requirements of 45 C.F.R. §164.508.

5. Programs must give patients a copy of the signed form (45 C.F.R. §164.508 (c)(4).

6. Programs must keep a copy of each signed form for six (6) years from its expiration date or date of its last use (45 C.F.R. §164.508(b)(6).

· Generally may not condition treatment, payment, enrollment, or eligibility on an individual’s signing of an authorization.


	Please use Mid-South’s Medicaid and Non-Medicaid releases.

May revise the information and purpose of Mid-South releases according to need (FIA, emergency contact, etc.) maintaining content of release.


	
	42 C.F.R. Part 2

AOD
	HIPAA

Privacy Rule
	MSSAC Programs 

	Crimes and/or threats (verbal and physical) on Premises or Against Program Personnel
	Programs may disclose limited information to law enforcement officers if they are directly related to crimes and threats to commit crimes on program premises or against program personnel and must be limited to the circumstances of the incident and the patient’s status, name, address and last known whereabouts (42 C.F.R. §2.12(c)(5).
	· Programs may disclose to law enforcement officials PHI that the program believes in good faith constitutes evidence of a crime that occurred on the program’s premises (45 C.F.R. §164.512(f)(5).
· Permits any member of the Program’s staff who is the victim of a crime to report certain information about the suspected perpetrator to law enforcement officials (45 C.F.R. §164.502(j)(2).
	Programs should continue to follow the rules established by Part 2.

	Disclosures that do not Reveal Patient-identifying Information
	· Part 2 permits disclosure of information about a patient if the disclosure does not identify the patient as an alcohol or drug abuser or as someone who has applied for or received substance abuse assessment or treatment services (42 C.F.R. §§2.11 and 2.12(a).
· Example: a program that is part of a hospital could disclose to a public health department that a named patient has TB by identifying itself only as part of the hospital and not as a substance abuse treatment program and by taking care not to mention or otherwise imply that the patient is in substance abuse treatment.
	· These disclosures are not otherwise permitted unless a HIPAA exception exists.  Note, however, HIPAA contains broader exceptions generally allowing for broader disclosures of information.

· The Privacy Rule does not require a written authorization for disclosures made for purposes of treatment, payment or health care operations (TPO).

· The Privacy Rule also permits programs to share information about an individual’s treatment or payment related to the individual’s health care with persons involved in the individual’s care (45 C.F.R. §1654.510(b).
· Permits a program to disclose, without the patient’s prior authorization, to a public health department that the patient has TB when the health department is authorized to collect such information.  
	· As a procedural matter, written consents should be obtained to the extent agreements need to be made.  If need to obtain information without consent, see your Privacy Officer. 

· Programs are not to make inquiries about patients or refer patients to other providers without a written consent.  


	
	42 C.F.R. Part 2

AOD
	HIPAA

Privacy Rule
	MSSAC Programs 

	Disclosures to Accreditation Bodies
	· Disclosure to accreditation bodies under either the QSO provision or the Audit and evaluation exception is permitted.
	· The Privacy Rule considers accreditation bodies business associates conducting health care operations on behalf of the covered entity (45 C.F.R. §§160.103; 164.501).
	· Programs are to sign business associate (BA) contracts with accreditation organizations.  

· They must comply with Part 2, either by ensuring that the business associate (BA) contract contains all the requirements of a QSOA or by fulfilling the mandates of the audit and evaluation provisions.

	Disclosures to Agencies that Provide Services to Programs
	· QSOA – Qualified Service Organization Agreement.  

· A QSOA is a written agreement between an Alcohol and Other Drug (AOD) program and an outside Service Organization (SO).

· Qualified Service Organization Agreements (QSOAs) allow substance abuse treatment programs to disclose information about patients to persons or agencies that provide services to the program, such as legal or accounting services.

· QSOAs allow programs to disclose patient-identifying information needed by the organization to provide services to the program (42C.F.R. §2.12(c)(4).

	· BAA – Business Associate Agreement: 1) establishes the permitted and required uses and disclosures of PHI by the Business Associate (BA), 2) obtains certain promises from the BA, and 3) authorizes the termination of the contract/relationship by the CE if the CE determines that the BA has violated a material term of the contract.  

· The BA relationship is usually established through a written contract.  If a CE and its BA are both governmental entities, a Memorandum of Understanding (MOU) can be used (45 C.F.R. §64.504(e).
· Such outside service providers are Business Associates of the substance abuse treatment program and the 
	· Programs must meet the requirements of both Part 2 and the Privacy Rule if they are going to continue to share information with lawyers, accountants and others that provide services to the program.

· Prefer to use written authorization to the extent possible.


	
	42 C.F.R. Part 2

AOD
	HIPAA

Privacy Rule
	MSSAC Programs 

	Disclosures to Agencies that Provide Services to Programs Continued
	· In the agreements, the outside service providers acknowledge that in receiving, storing, processing or otherwise dealing with patients’ records, they are fully bound by Part 2 and promise to safeguard the information, including resisting in judicial proceedings any effort to obtain access to the information, except as permitted by the Part 2 regulations.
	· program must have a business associate agreement (BAA) with the business associate in order to share PHI needed by the organization to provide services (45 C.F.R. §§160.103 and 164.502(e).
· BAA contents differ from the QSOA contents (HHS Office for Civil Rights – 67 Federal Register 53264 (August 14, 2002).

· BAAs are not required under HIPAA; a QSOA under Part 2 alone would be permissible in the following two incidents:

1. Working within own work force – do not need a BAA to disclose information within own covered entity (§160.103)
2. A covered entity may use/disclose PHI for treatment, payment, and health care operations (TPO) 164.502(e)(1)(ii)(A).
	

	Internal Program Communications
	Allows for communications within programs on a “need to know” basis.    Limit communications to those persons who have a need for the information in connection with their duties that arise out of the provision of diagnosis, treatment or referral for treatment of alcohol or drug abuse (42 C.F.R. §2.12 (c)(3).  
	· Allows for communications within programs on a “need to know” basis.

· Requires programs to identify the staff persons or classes of persons in its workforce who need access to PHI, the categories of PHI they need access to and any conditions appropriate to such access (45 C.F.R. §164.514(d)(2)(i).

· Make reasonable efforts to limit access of such persons or classes of persons to PHI based on these determinations (45 C.F.R. §164.514(d) (2)(ii).
	Establish written policies to comply with the minimum necessary requirement of the Privacy Rule, although in practice, the programs should be able to operate as they have under Part 2 in this regard.


	
	42 C.F.R. Part 2

AOD
	HIPAA

Privacy Rule
	MSSAC Programs 

	Medical Emergencies
	· Patient-identifying information may be disclosed to medical personnel only (not family members) who have a need for the information about a patient for the purpose of treating a condition which poses an immediate threat to the health of any individual and which requires immediate medical intervention (42 C.F.R. §2.51).
· A program may disclose information only to medical personnel (not family members) and must limit the amount of information to that which is necessary to treat the emergency medical condition 

      (42 C.F.R. §2.51).

· Immediately after disclosure, the program must document the following in the patient’s record:

1. The name and affiliation of the medical personnel to whom disclosure was made;

2. The name of the individual making the disclosure;

3. The date and time of the disclosure; and

4. The nature of the emergency

· A consent for authorization upon intake allows programs to inform family members whenever emergent situations occur.   This averts a serious health and safety threat.
	These practices continue to be permitted by and are not affected by the Privacy Rules.
	Programs should continue to follow the rules established by 42 C.F.R. Part 2.


	
	42 C.F.R. Part 2

AOD
	HIPAA

Privacy Rule
	MSSAC Programs 

	Protection begins for someone seeking substance abuse treatment - 
	When any person who has applied for or been given a diagnosis or treatment for alcohol or drug abuse at a federally assisted program.  Includes an individual checking on eligibility following an arrest (42 C.F.R. §§2.11 and 2.15).
	When individually identifiable information is created, received or maintained by the covered entity

(45 C.F.R. §§164.501 and 164.402(f).
	Protect all information received/created.

	Recipient Rights
	· State Rights continue to be enforced whereby they are more stringent than HIPAA.
	· Substance abuse providers now governed by HIPAA need to provide rights to clients.

· There are six (6) rights:

1. Right to Inspect and Copy.

2. Right to an Accounting of Disclosures.

3. Right to Request an Amendment.

4. Right to Request Restrictions.

5. Right to Request Confidential Communications.

6. Right to File a Complaint.


	· Procedures must be set upon compliance with Part 2 and HIPAA.


	
	42 C.F.R. Part 2

AOD
	HIPAA

Privacy Rule
	MSSAC Programs 

	Revocation of Consent
	Patient may revoke orally 

(42 C.F.R. §2.31(a)(8).  
	Requires written revocation 

(45 C.F.R. §164.508(b)(5).
	· 42 C.F.R. allows greater control by the client and, therefore, governs over HIPAA.
· Honor verbal revocations but should obtain written revocation when possible.

· Preferably, document the revocation right on the authorization with the date, time and therapist name so others may be aware of revocation (rather than having to search through progress notes).

	Subpoenas and Court-ordered Disclosures
	· Programs may release information in response to a subpoena if the patient signs a consent permitting release of the information requested in the subpoena.  

· When the patient does not consent, Part 2 prohibits programs from releasing information in response to a subpoena, unless a unique authorizing court order references 42 C.F.R. and complies with the rule (42 C.F.R. Part 2, Subpart E).
	A program may disclose PHI pursuant to a subpoena without a prior written authorization, if it receives satisfactory assurance from the party seeking the information that reasonable efforts have been made to ensure that the individual has been given notice of the request for PHI and the opportunity to object, or reasonable efforts have been made to secure a qualified protective order (45 C.F.R. §164.512(e)(1)(ii).  
	· Programs are to continue following 42 C.F.R. Part 2’s court order requirements.


	
	42 C.F.R. Part 2

AOD
	HIPAA

Privacy Rule
	MSSAC Programs 

	Type of information protected
	Patient Identifying Information (PII)

(42 C.F.R. § 2.11)
	Protected Health Information (PHI)

(45 C.F.R. §164.502(a)
	Protect PHI (which includes PII).

	When disclosures are permitted - 
	Programs may not use or disclose any information about any patient unless the patient has consented in writing (on a form that meets the requirements established by the regulations) or unless another very limited exception specified in the regulations applies.  Any disclosure must be limited to the information necessary to carry out the purpose of the disclosure.


	The Privacy Rule permits uses and disclosures for treatment, payment and health care operations as well as certain other disclosures without the individual’s prior written authorization.  Disclosures not otherwise specifically permitted or required by the Privacy Rule must have an authorization that meets certain requirements.  With certain exceptions, the Privacy Rule generally requires that uses and disclosures of PHI be the minimum necessary for the intended purpose of the use or disclosure.
	Use signed authorization for consent.  

Even if HIPAA allows for disclosure without a written authorization, obtain a written authorization to satisfy your obligation to satisfy 42 C.F.R., unless another 42 C.F.R. exception exists.  
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